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Introduction

An UPS with the remote management card (RMCARD) can provide users for accessing the UPS directly via
the network. Any computers, running the PowerPanel® Business Edition Client and being supplied power by
the UPS, are shut down in advance to avoid the system crash or data loss in the event of power outage.

The PowerPanel® Business Edition Client running on the host can communicate with the UPS via the network.
In the event of power failure, the PowerPanel® Business Edition Client will be aware of this condition and
request the hosted computer to shut down completely before the UPS stops supplying power due to battery

power exhausting.
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The PowerPanel® Business Edition Client can be installed on the various platforms to conform shutdown
requirement including Windows, Linux, VMWare ESX/ESXi. Below sections describes special conditions to

these platforms individually if necessary.



Install PowerPanel Business Edition Client

Installation on Windows

A popup page will be displayed automatically when inserting the PowerPanel® Business Edition installation
CD. Users can click the Install PowerPanel Business Edition shortcut on the popup page to initiate the
installation procedure. If the popup page is not displayed when inserting the CD, browse to the CD drive and

open the folder named software, and then double click the file named setup.exe to start the installation
procedure.

To install follow these steps:

® Click the Next button to start an installation.

p Setup - PowerPanel Business Edition |Z||§|r‘5__<|

Welcome to the PowerPanel
Business Edition Setup Wizard

This will install PowerPanel Business Edition on your computer,

1t is recommended that wou clase all ather applications before
conkinuing.

Click Mext ko continue, or Cancel to exit Setup,

® Accept the license agreement.

P Setup - PowerPanel Business Edition |’._||E|r'5__<|
License Agreement -W'
Please read the Following impartant information before continuing. _)-
i

Flease read the following License Agreement. You must accept the terms of this agreement
befare continuing with the installation.

ELECTRONIC EMD USER LICEMSE AGREEMENT FOR POWERPANEL EUSINESS EDITION  #

MOTICE TO USER:

THIS IS A& CONTRACT, BY INSTALLIMG THIS SOFTWARE YO ACCEPT ALL THE TERMS
AND COMDITIONS OF THIS AGREEMENT. The End User License Agreement and
copyright of Business Edition product and related explanatory materials

("Software") are owned by its originated company, The term "Software" also shall
include any upgrades, modified versions or updates of the Software licensed to vou by

@F

(O 1 do nat accept the agresment

[ « Back H Mexk = ] [ Cancel ]

® Choose the component. In order to communicate with UPS RMCARD, you have to select the Client

instead of Agent to install.



anel Business Edition

Select Components
‘which components should be installed?

Select the components you want ko install; clear the components you do not want ko install,
Click Mext when vou are ready to continue,

ik Agert
Use with the computer directly connected to UPS via USB or
serial cable. Agent can monitor UPS status and configure UPS,
It also can relay the UPS state to Clients and generate
actions in response to events.

[ & clisnt

Use with additional computers powered by the UPS/PDU. The
Client will receive the notification from the UPS/PDU to
request the hosted computer for a graceful shutdown when a
power event occurs.

[ « Back H Mexk = ] [ Cancel

® Choose the destination location.

anel Business Edition

Select Destination Directory
Where should PowerPanel Business Edition be installed?

Select the fFolder where you would like PowerPanel Business Edition to be
installed, then click Mext,

Destination direckary

| [ Browse...

Required disk space: 92.4 MB
Free disk space: 2,160 MB

[ « Back H Mexk = ] [ Cancel

® Choose the start menu folder.

P Setup - PowerPanel Business E
Select Start Menu Folder -:W'
‘Where should Setup place the program's shortcuts?

Select the Start Menu Folder in which yvou would like Setup to create the program's
shartcuts, then click Next,

Accessories
Administrative Tools
FastStone Capbure
Games

[ < Back H Mexk = ] [ Canicel ]

® Click the Finish button to complete the installation.



P Setup - PowerPanel Business Edition |Z||E|r>__<|
Completing the PowerPanel
Business Edition Setup Wizard

Setup has finished installing PowerPanel Business
Edition on your computer, The application may be launched by
selecting the installed icons.
Click Finish to exit Setup,
Login PowerPanel Business Edition

Default username and password is "admin”,

PowerPanel Business Edition has configured Windows

Firewall settings.

Installation on Linux

On Linux, users may mount CD by using the mount command. Run mount —t is09660 /dev/scd0

/mnt/cdrom as a root user. /dev/scdO is the CD drive and /mnt/cdrom will be the mount point.

Browse to the CD drive and find the installer named setup.sh in the /software/linux folder. The installer is
used to install the Client and requires root permission. The installation wizard will guide users to complete the

installation. Double click setup.sh or run the ./setup.sh command to initiate an installation wizard on desktop.
To install follow these steps:

® Click the Next button to start an installation.

Setup - PowerPanel Business Edition o 3

Welcome to the
PowerPanel Business Edition
Setup Wizard

This will install PowerPanel Business
Edition on your computer.

It is recommended that you close all other
applications before continuing.

Click Mext to continue, or Cancel to exit Setup.

Next =|| |Cancel

® Accept the license agreement.



~ Setup - PowerPanel Business Edition o 3

License Agreement -:W.
Please read the following impartant information before =
=y

continuing.

Please read the following License Agreement. You must accept the
terms of this agreement before continuing with the installation.

ELECTRONIC END USER LICENSE AGREEMENT FOR ~
POWERPANEL BUSINESS EDITION | |

NOTICE TO USER:

THIS IS A CONTRACT. BY INSTALLING THIS SOFTWARE YOU
ACCEPT ALL THE TERMS AND CONDITIONS OF THIS v

© | accept the agreement
| do not accept the agreement

< Back || Next = | |Cancel

® Click Next button to the next step. On Linux, only Client can be installed.

~ Setup - PowerPanel Business Edition x

Select Components
Which components should be installed?

Select the components you want to install; clear the components
you do not want to install. Click Next when you are ready to continue.
@ & client @)
Use with additional computers powered by
the UPS/PDU. The Client will receive the
notification from the UPS/PDU to request the
hosted computer for a graceful shutdown
when a power event occurs.

< Back || Next = | |Cancel

® Choose the destination location.

~ Setup - PowerPanel Business Edition o 3
Select Destination Directory -:W'
Where should PowerPanel Business Edition be =
installed? iy

Select the folder where you would like PowerPanel
Business Edition to be installed, then click MNext.

Destination directory

usrflocal/ppbe Browse...
Required disk space: 62.1 MB
Free disk space: 6,176 MB

< Back || Next = | |Cancel

® The daemon ppbed will start during installation. Click Next button to continue.



~ Setup - PowerPanel Business Edition o 3

Daemons -W'

Please note the daemaons that are provided by =
PowerPanel Business Edition. iy

Start/stop script for daemaon "ppbed™:
ppbed

< Back || Next = | |Cancel

® Click the Finish button to complete the installation.

Setup - PowerPanel Business Edition ==

Completing the
PowerPanel Business Edition
Setup Wizard

Setup has finished installing

PowerPanel Business Edition on your computer.
The application may be launched by executing
the installed start scripts.

Click Finish to exit Setup.

Login PowerPanel Business Edition

Default username and password is "admin".

Finish

Note: The Linux installation will be also initiated by using the ./setup -c command.in text mode. The detailed

installation steps are described in Installation on VMWare ESX/ESXi 4 section.

Installation on VMWare ESX/ESXi 4

On VMWare ESX/ESXi, users may mount CD by using the mount command. Run mount /dev/scdO

/mnt/cdrom as a root user. /dev/scdO is the CD drive and /mnt/cdrom will be the mount point.

Browse to the CD drive and find the installer named setup.sh in the /software/linux folder. The installer is
used to install the Client and requires root permission. The installation wizard will guide users to complete the

installation. Double click setup.sh or run the ./setup.sh command to initiate an installation procedure.

Note: Installation for ESX server must be launched on the Service Console (aka Console Operation
System); installation for ESXi server must be launched on the vMA (vSphere Management Assistant)

installed on the VMWare ESXi host computer.

The installation procedure will be initiated as following steps:

® Press Enter to start an installation.



Starting Installer

his will install PowerPanel Business Edition on your computer.
OK [o, Enter], Cancel [c]

® Accept the license agreement.

YOUR ACCEPTANCE OF THE FOREGOING AGREEMENT WAS INDICATED DURING
INSTALLATION.

I accept the agreement
Yes [1], No [2]

® Choose the component. Click Enter for the default selection to install the Client.

Which components should be installed?

1: Client

Please enter a comma-separated list of the selected values or [Enter] for the de
fault selection:

[1]

® Choose the destination location.

Where should PowerPanel Business Edition be installed?
[/usr/local/ppbe]

® Installation procedure starts to process until the installation is complete.

Please wait for PowerPanel Business Edition configuring
Default username and password is "admin".

PowerPanel Business Edition may not do hibernation.
Finishing installation...

Note: In order to allow the interactions between physical and virtual machines, VMware tools have to be
installed on each virtual machine. Refer to VMware ESX/ESXi Server documentation for further information

about VMware Tools.

Verify Firewall Settings

The installer will automatically setup in order to ensure the PowerPanel Business Edition can pass through
the firewall during installation. Users can verify the firewall settings or setup again according to following

steps.

The firewall settings could be verified on Windows such as Control Panel > System and Security >
Windows Firewall > Allow programs to communicate through Windows Firewall on Windows 7, Control
Panels > Security > Windows Firewall > All programs to communicate through Windows Firewall >
Exceptions tab on Windows Vista or Control Panel > Network and Internet Connections > Windows

Firewall > Exceptions tab on Windows XP.

Most Linux distributions and VMWare ESX 4 have the firewall installed and startup. Once installation is
complete, verify the below ports are open: UDP 161 (out), UDP 162 (in), TCP 3052 (in/out), UDP 3052 (in/out),
TCP 8443 (in/out), UDP 53566 (in/out).



Use “iptables” command, which is supported by most Linux distributions, to list the open communication ports

using in connection.
On Linux, use following command to open communication ports

iptables -| OUTPUT -p udp --dport 161 -j ACCEPT
iptables -I INPUT -p udp --dport 162 -j ACCEPT
iptables -I INPUT -p tcp --dport 3052 -j ACCEPT
iptables -I INPUT -p udp --dport 3052 -j ACCEPT
iptables -I OUTPUT -p tcp --dport 3052 -j ACCEPT
iptables -| OUTPUT -p udp --dport 3052 -j ACCEPT
iptables -I INPUT -p tcp --dport 8443 -j ACCEPT
iptables -| OUTPUT -p tcp --dport 8443 -j ACCEPT
iptables -I INPUT -p udp --dport 53566 -j ACCEPT
iptables -| OUTPUT -p udp --dport 53566 -j ACCEPT

service iptables save

On VMWare ESX 4 server, use following command to open communication ports:

esxcfg-firewall -0 161,udp,out,ppbed
esxcfg-firewall -0 162,udp,in,ppbed
esxcfg-firewall -0 3052,udp,out,ppbed
esxcfg-firewall -0 3052,udp,in,ppbed
esxcfg-firewall -0 3052,tcp,out,ppbed
esxcfg-firewall -0 3052,tcp,in,ppbed
esxcfg-firewall -0 53566,udp,out,ppbed
esxcfg-firewall -0 8443,tcp,out,ppbed

esxcfg-firewall -0 8443, tcp,in,ppbed

Access PowerPanel® Business Edition Client Interface

To access the Client interface in Windows, go to Start > Programs > PowerPanel Business Edition >
PowerPanel Business Edition Client, which will take you to the login page. On Linux, user can also enter
the URL as http://127.0.0.1:3052/client in the address of the web browser to access to the Client.

User can also enter the URL, http://hosted_computer_ip_address:3052/client, in the address of the web
browser to access the Client from a remote computer. hosted_computer_ip_address is the IP address of

the computer which has the PowerPanel® Business Edition Client installed.

The default username is admin and the default password is admin. For security purposes, it is recommended

you change the login username and password in the Client after login.

Establish Communication between Client and UPS

Setup Authentication between Client and UPS RMCARD

10



In order to create the secure communication between Client and UPS, users must setup the matched secret

phrase or the matched SNMP community for authenticating on communication.
Setup Secret Phrase between Client and UPS RMCARD

The secret phrase is used to create secure network communication between the Client and the UPS
RMCARD. The secret phrase of the Client and the UPS RMCARD must be matched. User can setup the
Secret Phrase on the System/Security page in the UPS RMCARD and can also setup the Secret Phrase on

the Secret Phrase field of the Security/Authentication page in the Client.

For security purpose, it is recommended to change the key. The default secret phrase is
powerpanel.encryption.key. When the key in the UPS RMCARD is changed, the key in the Client is also

changed to match each other.

Assign an UPS IP Address in Client

Communication can be established through the network by assigning the Client an IP Address of the UPS.
The IP address of the UPS RMCARD can be assigned at the Address field of the Device Network Address

block on the Power/Configuration page in the Client. To identify the IP address, users can pick an address

from the device list which shows all devices on the local network. In order to ensure the UPS RMCARD can

respond to the Client normally, the community configuration must be setup properly.

Assign Connected Outlet of Client

Users should assign the correct Major/NCL outlet to the Client computer on the Outlet block of the

Power/Configuration page in the Client.

Setup Necessary Shutdown Time

Each computer running the Client requires the sufficient time to be shut down completely before the UPS
stops supplying power for any reason. Therefore users could set up this sufficient time at the Necessary

shutdown time option on the Event Action/Action Settings page in the Client

Configure Startup and Shutdown of Virtual Machines on VMWare
ESX/ESXi 4

In order to assure that all virtual machines could be shut down gracefully, use vShpere Client to configure the
shutdown delay time for each virtual machine. Following procedures will guide you to configure the automatic

startup and shutdown properties of each virtual machine:

® Select the topmost VMware ESX/ESXi server host from the tree hierarchy on the left side. Go to

Configuration = Virtual Machine Startup/Shutdown menu = Properties.

11



localhost VMware ESXi, 4.0.0, 208167

Getting Started | Summary | Virtual Machines ' Resource Allocation | Performance i i Users & Groups | Events | Permissiol | @
Hardware Virtual Machine Startup and Shutdown

Health Status Start and Stop Virtual Machines with the system Enabled

o ] Default Startup Delay 2 minutes

rocessors Default Shutdown Delay 2 minutes

Memory

Storage Startup?rder .

Networking Order | V_lrtual Machine | Startup | Startup Delay | Shutdown | Shutdown Delay|

Storage Adapters Automatic Startup

Netwark Adapters 1 & xpsP3 Enabled  10seconds Suspend 30 seconds

2 @ vSphere Managem... Enabled 120 seconds Shut do.. 120seconds

Advanced Settings

Software

Licensed Features
Time Configuration
DS and Routing

v Virtual Machine Startup/Shutdown
Virtual Machine Swapfile Location
Security Profile
System Resource Allocation
Advanced Settings

® Set Allow virtual machines to start and stop automatically with the system option enabled. The
Shutdown Action option of the Default Shutdown Delay block should be changed to Suspend to

ensure all virtual machine can restore from previous state at next boot of host machine.

.
(&) virtual Machine Startup and Shutdow_ ——— ——— (|
System Settings
¥ Allow virtual machines to start and stop automatically with the system
Default Startup Delay Default Shutdown Delay
For each wirtual machine, delay startup for: For each virtual machine, delay shutdown for:
II}‘_D seconds I:l?_D seconds
[” Continue immediately if the YMware Tools start Shutdown Action: Suspend j ||
1
Startup Order
Power on the specified virtual machines when the system starts. During shutdown, they will be stopped in the opposite order,
Order | Virtual Machine | Startup | Startup Delay | Shutdown| Shutdown Delay|
Automatic Startup - |
1 @ P SP3 Enabled 10 seconds Suspend  30seconds
2 5 vsphereManagem... Enabled 120 seconds Shut do.. 120seconds Move Down
Any Order Eoit |
Manual Startup —
1

Configure Command Execution for VMWare ESXi 4
(Note: Settings described in this section are not required on VMWare ESX 4)

In order to assure the ESXi host and all virtual machines can be shut down correctly in case of power events,
users have to edit the command script files for specific event to shutdown ESXi host from vMA. Refer to the
examples of shutdown.sh in the extcmd directory of installation folder. Then configure the command file
fields to have shutdown.sh selected on events which are configured with shutdown action in the Event
Action/Events page. These events include Battery capacity is critically low, The output power is going to stop
12



soon and Utility power failure events. That ensures the command able to be executed when these events

occur.

Fill in the $host_username and $host_password with actually username and password for the ESXi host in
the shutdownHostViaSOAPAPICall.pl of the /extcmd/etc directory:

.... (snippet)...

my $host_username = 'your_username’;
my $host_password = 'your_password’;

.... (snippet)...
And add a line of the VMWare ESXi 4 installed computer (ESXi host) address in the hostlist file of the

/extcmd/etc directory:

192.168.1.2

13
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